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Abstract – Advances in information and communication 

technologies have led to the emergence of Internet of Things. In 

the healthcare environment, the use of IoT technologies brings 

convenience to physicians and patients as they can be applied to 

various medical areas such as constant real-time monitoring, 

patient information management, medical emergency 

management, blood information management, and health 

management. The Radio-Frequency Identification technology is 

one of the core technologies of IOT deployments in the 

healthcare environment. To satisfy the various security 

requirements of RFID technology in IOT, many RFID 

authentication schemes have been proposed in the past decade. 

Recently, elliptic curve cryptography based RFID authentication 

schemes have attracted a lot of attention and have been used in 

the healthcare environment. In this paper, we discuss the 

security requirements of RFID authentication schemes, and in 

particular, we present a review of ECC-based RFID 

authentication schemes in terms of performance and security. 

Although most of them cannot satisfy all security requirements 

and have satisfactory performance, we found that there are three 

recently proposed system. 

Index Terms – Internet of Things, Health care, Smart Hospital, 

Home Care, RFID, Sensor Network. 

1. INTRODUCTION 

In hospitals, generally the E-healthcare system is used for 

getting the information of patient .Exceptionally, living e-

healthcare approach has been accomplished within cabled 

conversation among distinguished fields for instance network 

protocol and database in hospice atmosphere. There has been 

an increase in healthcare system's use of the mobility 

characteristics and wireless communication and emergence in 

technologies has enabled smart appliances and gadgets with 

mean appraising energy to exploit wireless sensor nodes .In 

the new epoch of technology and wireless communication, the 

tremendous rise in electronic devices made smart phones and 

tablets has become the most popular and fundamental tool of 

day to day life. 

The main favour of loT is to swell the profit of Internet with 

remote control talent,data sharing, eternal connectivity and 

many more. The healthcare servers keep electronic medical 

records of registered users and provide different services to 

patients, medical consultants and informal caregivers. The 

patient's consultant can access the data from office via 

internet and examine the patients' history, current symptoms 

and patient's response to a given 3treatment. Once WBAN 

network is con figured, the health care server manages the 

network, taking care of channel sharing .In rural area most of 

the peoples does not gets appropriate approach to health 

monitoring and clinics. 

So it is necessary to design the effective health monitoring      

system. A tiny wireless device is a resolution bound with loT 

can form a conceivable way to regulate patients distantly 

rather than dating the actual clinic. The unusual tiny 

transducers are transplant into the human to aggregate the 

details through which system get human fitness data security 

and for analysis for treatment. The collected data is then send 

to remote station via divergent communication technologies 

(like as 3G/4G enabled base station or Wi-Fi network with 

Internet. From data came from internet the medical 

professionals can seize conclusion and consequently furnish 
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services centrally. Main advantage of this electronic 

healthcare is it provides a superb leisure to sufferers and 

healthcare contributors, and also enhances the first-class 

showing existence. In this electronic healthcare the privacy of 

the patient is not taken into consideration but it is essential in 

case of patient and this is the major disadvantage of this 

system. To avoid this disadvantage the RFID technology is 

used. It manages the patients documents with its mobility and 

usability. Also the main advantage of RFID is that it resist all 

kinds of attacks and threats so less noise are presents in 

signal. Most of the design the different security systems with 

privacy protocol and low cost for development of 

applicability. Therefore, it is necessary to design productive 

ultra-lightweight cryptographic protocol for costless RFID 

system . The lOT is the best solution for this purpose in recent 

years. Therefore in this paper the effective healthcare 

monitoring system is designed by using the lOT and RFID 

tags. 

2. RELATED WORK           

A literature review of the Internet of things is used in different 

vehicles, mobile phones, physical devices etc. The devices 

that uses the loT also called as smart devices or connected 

devices. The loT can be communicate with different devices 

like as sensors, electronics software, embedded systems, 

actuators, etc. Apart from these devices the RFID, barcodes, 

QR codes, Ambient Intelligence and mobile Computing, uses 

the loT. 

2.1   Recent   Advances   And Medical Application Of 

Internet Of things 

The Mir et al. proposes effective lOT which provides the 

healthcare information of a patient with the help of Internet 

and RFID tags. These RFID tags creates communication for 

the healthcare information system for automating 

administrative daily tasks like permission care, remove and 

release details. In  Mukho padhyay S.C. proposes the effective 

human monitoring system architecture. The main advantage 

of this system is that this system continuous monitor the 

physiological parameters particularly of the mature or chronic 

patient.  

2.2    A Survey on RFID        

An intelligent home-based healthcare lOT system is presented 

by Niranjana . For the home-based healthcare system he uses 

a Medical Box(I Med Box) which is health loT system and 

iGATE way which acts as a home healthcare gateway. 

Wearable sensors and intelligent medicine packaging (I Med 

Pack) are successfully coupled to the I Med Box via a diverse 

network, which is well-matched with several presented 

wireless principles. The I Med Pack is joined with the I Med 

Box via an RFID link to support the users with their arranged 

prescription. Kiholee presented effective U-healthcare system 

by using lOT. The lOT presents in this paper uses the mobile 

gateway for the communication purpose. It provides the 

sensed information to a doctor or home medical station. 

Yvette and E Galogo proposed the U-healthcare system which 

uses the mobile devices gateways and mobile devices gateway 

for the communication devices. 

The smart phone will estimate admitted sensing observation 

to develope keywords and ships to the central system. In Xu 

et al., the effective construction of different applications of 

lOT and Smart Community are presents. The architecture 

presents in this paper has three main domains viz. Service 

Domain, Community Domain and Home Domain. These three 

domains can handles the critical situation , disaster 

circumstances and normal circumstances. Contemplated 

method presents in this paper uses different IEEE standards, 

Ethernet Technology, different cordless transmission 

standards like as 3G mobile system, body sensors, piconet and 

Wi-Fi technology, Ethernet and Home PNA. The proposed 

system provides the veracity demands while entire 

transmission method and security.  

The Mir et al.proposes effective loT which provides the 

healthcare information of a patient with the help of Internet 

and RFID tags. These RFID tags creates communication for 

the healthcare information system for automating 

administrative daily tasks like permission care, remove and 

release details. In  Mukhopadhyay S.C. proposes the effective 

human monitoring system architecture. The main advantage 

of this system is that this system continuous monitor the 

physiological parameters particularly of the mature or chronic 

patient.  

Jara et al , in this paper has presented a separate formation to 

central supervised founded on lOT. The lOT presents in this 

paper integrates with different systems like Environment 

Integration Platform, Knowledge Base Systems,Context 

Management Framework, services provider system and 

hospital information system. This structural design uses a new 

protocol called YOAPY, HOP, wireless personal devices, 

WPAN,embedded systems , Marital hardware and RFID. But 

the protocol YOAPY manifestshopeful, though, this system 

not give details treatment of extremity conditions. 

3` PORPOSED MODELLING 

3.1   Block Diagram 

In this project, the RFID tag is used to initialize the bed 

system as an key. The sensors are used to monitor the 

patient’s condition periodically. The data report are 

transmitted to the website through IOT system so that the 

doctor or any other relatives of the patients can know about 

the condition of the patient. The movable bed mechanism is 

used to adjust the bed according to the patient’s condition. 

The buzzer is to indicate the nearby persons that the patient is 

in critical situations. 
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Figure 3.1 Block Diagram 

3.2 Proposed System Technique 

The movable bed mechanism is used to adjust the bed 

according to the patient’s condition. The buzzer is to indicate 

the nearby persons that the patient is in critical situations. We 

can control each  port by using an assigned address of specific 

port, but there is much easier way to control the port. We are 

allowed to use the names of the ports without considering 

their addresses. The smart phone will estimate admitted 

sensing observation to develop  keywords and ships to the 

central system. 

3.3   Operation Of Proposed System 

In this paper the RFID Tags are used to establish the wireless 

communication. The RFID tags are simple chips which are 

used for the identification of objects. The RFID reader sends a 

question signal to the tag and receives mirrored signal from 

the tag, which is then passed to the database for storage 

purpose [5].  

Figure 1 shows the RFID Network using Sensor. In this figure 

the RFID tags send the signals to the static node receiver, the 

static node receiver sends the signal to the mobile base 

station, directly to the mobile phone. Then by using the GPRS 

and through the internet it is pass to the server for display 

purpose.In the Smart healthcare system the loT and RFID 

plays an important role.  

In this system the different sensors are embedded in the 

patient body and according to the signals from the sensors, 

RFID and lOT the patient can be monitor. The RFID tags 

commits entity recognition involuntarily through evaluation 

the tag, that joined to objects. There are two types of RFID 

tags are presents viz. active RFID and Passive RFID.Usually 

passive RFID tag utilized for negligible power consumption, 

RFID tag reader yield the power though which it energetic for 

transmission with reader. Essential goal of sensor network to 

prominently acquiring data from context and ships it to the 

domestic cache ware house .  

lOT allows to users to use to surf the Internet cordlessly with 

various equipment, e.g., tablets, smart phones and  handheld 

electronic appliances. 2G/3G/4G are the GSM standards for 

communication exploited by Internet. LTE 4G or 3G 

networks are required in RFID based network. Practicing such 

competences, solitary get statistics linked to cases health and 

drive up to distant base station furthermore reckoning and 

repository. 

3.4  Developing System 

This venture configuration comprises of association between 

micro controller and actuator to procure faithful estimation, 

and watching and evaluating the cases condition eventually 

grows the strength of  lOT in healthcare. Types of sensors 

used are ECG sensor, Blood Pressure sensor, Temperature 

sensor, Motion sensor, EEG sensor and Blood ,Glucose 

sensor. The combination of micro controller with the    smarts 

sensors offers advantages like as incorporated precision 

analog  capabilities, small power consumption and easy for 

designing GUI's. The Figure I shows patients healthcare 

model by using lOT. It consists of the sensors which are 

attached to human body, Microcontroller, Analog  to     digital 

converter (ADC), wireless devices like as Bluetooth, RFID, 

Mobile Phones, Wi-Fi system, Internet devices and 

doctors/nurses, hospitals, emergency team, Ambulance 

Government Agencies, etc. which provides the facility to   the 

patients for their healthy fare. The sensors continuously  

collect the information from the patient's  body to get the 

patient details. In case of any emergency, these wireless 

devices can distantly report the physical condition of the 

patient to his doctors and/or relatives.  

In such condition the  doctors and hospitals can respond  with  

emergency     medical services such as ambulance or provide 

the necessary actions to the relatives for aiding them to help 

the patients. In Figure I different sensors are attaches to the 

patient's body to measure the different parameters like as 

EEG, blood pressure, Body temperature, Blood Glucose, ECG 

and Motion.  

The signals generated from these sensors are in analog form 

making it necessary to be converted into digital form for 

which ADC is used. These digitalized signal form the ADC 

are forwarded to RFID/Bluetooth device through 

microcontrollers. RFID/B1uetooth devices wirelessly 

transmits these signal to the mobile phone for the 
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Fig.3.4 Block Diagram of PIC timer1 

transmission   of  data through internet  to the specific 

destination. The internet either uses the base station or 

internet for the transmission purpose.   

3.5 Advantages Of Proposed Technique 

 It provides the monitoring of health parameter of the 

patient health 

 Data security 

 Efficiency and assurance for privacy 

4.   RESULTS AND DISCUSSIONS 

4.1   Simulation Results 

Initially C was developed by Kernighan and Ritchie to fit into 

the space of 8K and to write (portable) operating systems. 

Originally it was implemented on UNIX operating systems. 

As it was intended for operating systems development, it can 

manipulate memory addresses. Also, it allowed programmers 

to write very compact codes. This has given it the reputation 

as the language of choice for hackers too. 

As assembly language programs are specific to a processor, 

assembly  language didn’t offer portability across systems. 

Toovercome this disadvantage, several high level languages, 

including C, came up. Some other languages like PLM, 

Modula-2, Pascal, etc. also came but couldn’t find wide 

acceptance. 

4.2 Building The Model 

Amongst those, C got wide acceptance for not only embedded 

systems, but also for desktop applications. Even though C 

might have lost its sheen as mainstream language for general 

purpose applications, it still is having a strong-hold in 

embedded programming. Due to the wide acceptance of C in 

the embedded systems, various kinds of support tools like 

compilers & cross-compilers, ICE, etc. came up and all this 

facilitated development of embedded systems using C. 

5.   CONCLUSION 

Though, the present electronics health systems do not use 

mobile phones, tablets or PC to transmit essential data related 

to the patients' health. In this    proposed system we propose 

the information of a patient's health to the medical 

professionals via smart phones using  loT. This approach will 

virtuously supervise the anatomical arguments of the cases 

and any variations in the pre-set parameters will trigger alerts 

been send to the medical professional. The association of the 

WEAN with an Android Smartphone advances a enormous 

practicality. Therefore this electronics healthcare has the 

capability of worldwide acceptance. Also the proposed 

approach may accumulate facts of patient and it can reclaimed 

by more interested partyin coming year. 
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